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A class action filed Wednesday accuses Bank of America Corp. of
putting the privacy of its customers' financial data at risk of U.S.
government surveillance by transferring service calls to overseas call
centers. 

According to the complaint, which was filed on behalf of Bank of
America customers in Washington and nationwide, service calls to
the bank are often transferred abroad without any notice to
customers. When that happens, the customers' digitized financial
records are sent electronically to the call center. The suit was filed in
U.S. District Court for the District of Columbia. 

Outsourcing to foreign call centers is a common practice, but the problem, according to the
lawsuit, is that the financial information being transferred electronically isn't protected against
U.S. government collection or surveillance in the same vein as domestic electronic transfers
of the same information. 

"By routing Plaintiffs' [financial information] to foreign national personnel residing overseas,
Bank of America affects a forfeiture of the Constitutional and statutory rights that constrain
the surveillance by the United States Government," the class alleges. 

The lawsuit claims violations of the federal Right to Financial Privacy Act and other local
consumer protection laws. 

The class is seeking $100 per class member for each electronic transfer for data overseas,
along with other damages, including treble damages. 

The complaint also asks for Bank of America to stop transferring the data overseas without
first getting authorization from customers. 

The class is being represented by Joseph Hennessey of Beins, Goldberg & Hennessey in
Chevy Chase, Md. 

"When they make the decision, as a cost cutting measure, to outsource calls to foreign
nationals overseas, they're doing it at the expense of their customers' rights under U.S. law
and the Constitution," Hennessey said in a phone interview today. By law, he said,
"consumers should be provided notice and some kind of choice about how their data is
handled and how the telecommunications are serviced." 

Bank of America spokesman Lawrence Grayson said the company had not received the
lawsuit or had an opportunity to review it. 

Hennessey's firm filed similar class actions against American Express Company in late May
and early June Washington federal court and a California Superior Court. Hennessey has
also written for years on what he sees as potential violations of the Fourth Amendment right
against unreasonable search and seizure posed by the transmission of information to call
centers overseas. 

In a 2005 piece published in the Legal Times, Hennessey wrote that, "Since the Fourth
Amendment provides no protection to foreigners living overseas, the National Security
Agency has the authority to intercept any communication that has at least one foreign
terminus." 

American Express Call Centers Open Door for Warrantless
Surveillance by Gov't?
A lawsuit alleges that the government intercepts electronic data like financial records when calls are
placed to outsourced, overseas American Express call centers. The complaint says customers are at
risk of warrantless surveillance and seizure.
By Ms. Smith on Sun, 06/12/11 - 7:36pm.

How many times have you called customer support only to have that call answered by a customer
support representative in a country other than the United States? You may not know how often this
happens, but could this allow the federal government greater access to spy on you? What if the
reason you called the customer support center was to discuss some charge or payment on your
credit card? A federal class action lawsuit has been filed that claims the federal government
engages in warrantless snooping to gets its hands on and seize all such intercepted electronic data
when customers call outsourced American Express call centers.

PogoWasRight posted the news of a lawsuit that
claims, "American Express routes customers' calls to
foreign call centers without their permission or
knowledge, subjecting them to intrusive, warrantless
snooping by the U.S. government." Yet Dissent looks
deeper at the issue, asking what I was also wondering,
"Is our government scooping up all of our data as it is
transferred to outsourced call centers?"

Pickman v. American Express Travel Services [PDF]
goes through a long list of American Express terms and
services like membership rewards, points, ID Protect,

Baggage Protection, Trip Delay, Airflight Insurance, passport assistance, drivers' license service, the
ability to cancel the card if lost or stolen, etc. By page 10, the complaint states that in order to
provide all these various consumer services, American Express collects and stores "Cardmember's
spending, consumption and financial records." Consumers have a "reasonable expectable" that
these records will be "safeguarded against disclosure" to the U.S. government.

Customer service call centers are no longer based solely in the U.S. even if the U.S.-based toll-free
number was called. In order for a customer service representative to provide assistance to a
cardholder, "spending, consumption, and financial records" are made available to the customer
service representative answering the call in a foreign-based call center. The complaint further
discusses the reasons for U.S. call centers being closed in favor of these foreign-based call centers,
basically saying it's all about profit and overseas call centers are cheaper to maintain.

Since cardholders are not asked to dial a different country or add an overseas country code to reach
foreign call centers, it is dependent upon an automated system whether or not the call stays within
the United States or is routed to an oversea American Express call center. If it's a foreign call
center, then all your electronic data records are made available to the representative to assist you.
However, those overseas personnel have no rights under the U.S. Fourth Amendment. This means
you are not protected as the U.S. government "may intercept" your electronic data "without regard to
constraints imposed by the Fourth Amendment to the United States Constitution." In fact, it's
considered legal as long as the government doesn't specifically "target" you for surveillance.

The complaint states, "On the information and belief" the U.S. "maintains a global electronic signals
interception system that, each day, collects billions of electronic data (including the above described
EDT) that are received by and sent from foreign nationals residing overseas" . . . and "stores" as
well as "searches" such electronic intercepts. It alleges that when U.S. citizens make these calls
which are routed overseas and intercepted, the warrantless surveillance violates the Fourth
Amendment as well as violates the "Right to Financial Privacy Act."

If this is true, then why would it be limited to only American Express credit card customers? Many of
those services that American Express offers are also offered by other credit card companies which
also outsource call centers. Should we expect to see more class action lawsuits filed against other
credit card companies? Signing up for a credit card and calling about that service should not equal
annihilation of privacy and an open invitation for the government to engage in even more
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